Standard contractual clauses for the transfer of personal data from the
Community to third countries (controller to controller transfers)
Data transfer agreement
between
…………………………………………………………………………………………………………………………………………… (name)
………………………………………………………………………………………(address and country of establishment)
hereina3er ‘data exporter’
and
Tidio LLC (name)
180 Steuart St. CA 94119, San Francisco (address and country of establishment)
hereina3er ‘data importer’
each a ‘party’; together ‘the parIes’.
DeﬁniAons
For the purposes of the clauses:
a. ‘personal data’, ‘special categories of data/sensiIve data’, ‘process/processing’, ‘controller’,
‘processor’, ‘data subject” and “supervisory authority/authority’ shall have the same
meaning as in DirecIve 95/46/EC of 24 October 1995 (whereby ‘the authority’ shall mean
the competent data protecIon authority in the territory in which the data exporter is
established);
b. ‘the data exporter’ shall mean the controller who transfers the personal data;
c. ‘the data importer’ shall mean the controller who agrees to receive from the data exporter
personal data for further processing in accordance with the terms of these clauses and who
is not subject to a third country’s system ensuring adequate protecIon;
d. ‘clauses’ shall mean these contractual clauses, which are a free-standing document that
does not incorporate commercial business terms established by the parIes under separate
commercial arrangements.
The details of the transfer (as well as the personal data covered) are speciﬁed in Annex B, which
forms an integral part of the clauses.
I.

ObligaAons of the data exporter

The data exporter warrants and undertakes that:
a. The personal data have been collected, processed and transferred in accordance with the
laws applicable to the data exporter.
b. It has used reasonable eﬀorts to determine that the data importer is able to saIsfy its legal
obligaIons under these clauses.
c. It will provide the data importer, when so requested, with copies of relevant data protecIon
laws or references to them (where relevant, and not including legal advice) of the country in
which the data exporter is established.
d. It will respond to enquiries from data subjects and the authority concerning processing of
the personal data by the data importer, unless the parIes have agreed that the data
importer will so respond, in which case the data exporter will sIll respond to the extent
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reasonably possible and with the informaIon reasonably available to it if the data importer
is unwilling or unable to respond. Responses will be made within a reasonable Ime.
e. It will make available, upon request, a copy of the clauses to data subjects who are third
party beneﬁciaries under clause III, unless the clauses contain conﬁdenIal informaIon, in
which case it may remove such informaIon. Where informaIon is removed, the data
exporter shall inform data subjects in wriIng of the reason for removal and of their right to
draw the removal to the ajenIon of the authority. However, the data exporter shall abide
by a decision of the authority regarding access to the full text of the clauses by data
subjects, as long as data subjects have agreed to respect the conﬁdenIality of the
conﬁdenIal informaIon removed. The data exporter shall also provide a copy of the clauses
to the authority where required.
II.

ObligaAons of the data importer

The data importer warrants and undertakes that:
a. It will have in place appropriate technical and organisaIonal measures to protect the
personal data against accidental or unlawful destrucIon or accidental loss, alteraIon,
unauthorised disclosure or access, and which provide a level of security appropriate to the
risk represented by the processing and the nature of the data to be protected.
b. It will have in place procedures so that any third party it authorises to have access to the
personal data, including processors, will respect and maintain the conﬁdenIality and
security of the personal data. Any person acIng under the authority of the data importer,
including a data processor, shall be obligated to process the personal data only on
instrucIons from the data importer. This provision does not apply to persons authorised or
required by law or regulaIon to have access to the personal data.
c. It has no reason to believe, at the Ime of entering into these clauses, in the existence of any
local laws that would have a substanIal adverse eﬀect on the guarantees provided for
under these clauses, and it will inform the data exporter (which will pass such noIﬁcaIon
on to the authority where required) if it becomes aware of any such laws.
d. It will process the personal data for purposes described in Annex B, and has the legal
authority to give the warranIes and fulﬁl the undertakings set out in these clauses.
e. It will idenIfy to the data exporter a contact point within its organisaIon authorised to
respond to enquiries concerning processing of the personal data, and will cooperate in good
faith with the data exporter, the data subject and the authority concerning all such
enquiries within a reasonable Ime. In case of legal dissoluIon of the data exporter, or if the
parIes have so agreed, the data importer will assume responsibility for compliance with the
provisions of clause I(e).
f.

At the request of the data exporter, it will provide the data exporter with evidence of
ﬁnancial resources suﬃcient to fulﬁl its responsibiliIes under clause III (which may include
insurance coverage).

g. Upon reasonable request of the data exporter, it will submit its data processing faciliIes,
data ﬁles and documentaIon needed for processing to reviewing, audiIng and/or cerIfying
by the data exporter (or any independent or imparIal inspecIon agents or auditors,
selected by the data exporter and not reasonably objected to by the data importer) to
ascertain compliance with the warranIes and undertakings in these clauses, with
reasonable noIce and during regular business hours. The request will be subject to any
necessary consent or approval from a regulatory or supervisory authority within the country
of the data importer, which consent or approval the data importer will ajempt to obtain in
a Imely fashion.
h. It will process the personal data, at its opIon, in accordance with:
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i.

the data protecIon laws of the country in which the data exporter is established, or

ii.

the relevant provisions ( 1 ) of any Commission decision pursuant to ArIcle 25(6) of
DirecIve 95/46/EC, where the data importer complies with the relevant provisions of
such an authorisaIon or decision and is based in a country to which such an
authorisaIon or decision pertains, but is not covered by such authorisaIon or decision
for the purposes of the transfer(s) of the personal data ( 2 ), or

iii.

the data processing principles set forth in Annex A.

Data importer to indicate which opIon it selects:_
IniIals of data importer:_ ;
i)

III.

It will not disclose or transfer the personal data to a third party data controller located
outside the European Economic Area (EEA) unless it noIﬁes the data exporter about the
transfer and
i.

the third party data controller processes the personal data in accordance with a
Commission decision ﬁnding that a third country provides adequate protecIon, or

ii.

the third party data controller becomes a signatory to these clauses or another data
transfer agreement approved by a competent authority in the EU, or

iii.

data subjects have been given the opportunity to object, a3er having been informed
of the purposes of the transfer, the categories of recipients and the fact that the
countries to which data is exported may have diﬀerent data protecIon standards, or

iv.

with regard to onward transfers of sensiIve data, data subjects have given their
unambiguous consent to the onward transfer

Liability and third party rights
a. Each party shall be liable to the other parIes for damages it causes by any breach of these
clauses. Liability as between the parIes is limited to actual damage suﬀered. PuniIve
damages (i.e. damages intended to punish a party for its outrageous conduct) are
speciﬁcally excluded. Each party shall be liable to data subjects for damages it causes by any
breach of third party rights under these clauses. This does not aﬀect the liability of the data
exporter under its data protecIon law.
b. The parIes agree that a data subject shall have the right to enforce as a third party
beneﬁciary this clause and clauses I(b), I(d), I(e), II(a), II(c), II(d), II(e), II(h), II(i), III(a), V, VI(d)
and VII against the data importer or the data exporter, for their respecIve breach of their
contractual obligaIons, with regard to his personal data, and accept jurisdicIon for this
purpose in the data exporter’s country of establishment. In cases involving allegaIons of
breach by the data importer, the data subject must ﬁrst request the data exporter to take
appropriate acIon to enforce his rights against the data importer; if the data exporter does
not take such acIon within a reasonable period (which under normal circumstances would
be one month), the data subject may then enforce his rights against the data importer
directly. A data subject is enItled to proceed directly against a data exporter that has failed
to use reasonable eﬀorts to determine that the data importer is able to saIsfy its legal
obligaIons under these clauses (the data exporter shall have the burden to prove that it
took reasonable eﬀorts).

IV.

Law applicable to the clauses

These clauses shall be governed by the law of the country in which the data exporter is established,
with the excepIon of the laws and regulaIons relaIng to processing of the personal data by the data
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importer under clause II(h), which shall apply only if so selected by the data importer under that
clause.
V.

ResoluAon of disputes with data subjects or the authority
a. In the event of a dispute or claim brought by a data subject or the authority concerning the
processing of the personal data against either or both of the parIes, the parIes will inform
each other about any such disputes or claims, and will cooperate with a view to sejling
them amicably in a Imely fashion.
b. The parIes agree to respond to any generally available non-binding mediaIon procedure
iniIated by a data subject or by the authority. If they do parIcipate in the proceedings, the
parIes may elect to do so remotely (such as by telephone or other electronic means). The
parIes also agree to consider parIcipaIng in any other arbitraIon, mediaIon or other
dispute resoluIon proceedings developed for data protecIon disputes.
c. Each party shall abide by a decision of a competent court of the data exporter’s country of
establishment or of the authority which is ﬁnal and against which no further appeal is
possible.

VI.

TerminaAon
a. In the event that the data importer is in breach of its obligaIons under these clauses, then
the data exporter may temporarily suspend the transfer of personal data to the data
importer unIl the breach is repaired or the contract is terminated.
b. In the event that:
I.

the transfer of personal data to the data importer has been temporarily suspended by the
data exporter for longer than one month pursuant to paragraph (a);

II.

compliance by the data importer with these clauses would put it in breach of its legal or
regulatory obligaIons in the country of import;

III.

the data importer is in substanIal or persistent breach of any warranIes or undertakings
given by it under these clauses;

IV.

a ﬁnal decision against which no further appeal is possible of a competent court of the data
exporter’s country of establishment or of the authority rules that there has been a breach of
the clauses by the data importer or the data exporter; or

V.

a peIIon is presented for the administraIon or winding up of the data importer, whether in
its personal or business capacity, which peIIon is not dismissed within the applicable period
for such dismissal under applicable law; a winding up order is made; a receiver is appointed
over any of its assets; a trustee in bankruptcy is appointed, if the data importer is an
individual; a company voluntary arrangement is commenced by it; or any equivalent event in
any jurisdicIon occurs

VI.

then the data exporter, without prejudice to any other rights which it may have against the
data importer, shall be enItled to terminate these clauses, in which case the authority shall
be informed where required. In cases covered by (i), (ii), or (iv) above the data importer may
also terminate these clauses.

c. (c) Either party may terminate these clauses if (i) any Commission posiIve adequacy
decision under ArIcle 25(6) of DirecIve 95/46/EC (or any superseding text) is issued in
relaIon to the country (or a sector thereof) to which the data is transferred and processed
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by the data importer, or (ii) DirecIve 95/46/EC (or any superseding text) becomes directly
applicable in such country.
d. The parIes agree that the terminaIon of these clauses at any Ime, in any circumstances
and for whatever reason (except for terminaIon under clause VI(c)) does not exempt them
from the obligaIons and/or condiIons under the clauses as regards the processing of the
personal data transferred.
VII.VariaAon of these clauses
The parIes may not modify these clauses except to update any informaIon in Annex B, in which case
they will inform the authority where required. This does not preclude the parIes from adding
addiIonal commercial clauses where required.
VIII. DescripAon of the Transfer
The details of the transfer and of the personal data are speciﬁed in Annex B. The parIes agree that
Annex B may contain conﬁdenIal business informaIon which they will not disclose to third parIes,
except as required by law or in response to a competent regulatory or government agency, or as
required under clause I(e). The parIes may execute addiIonal annexes to cover addiIonal transfers,
which will be submijed to the authority where required. Annex B may, in the alternaIve, be dra3ed
to cover mulIple transfers.
Dated: ………………………………………………………………………

_________________________________________
FOR DATA IMPORTER

____________________________________
FOR DATA EXPORTER

………………………………………………………..

………………………………………………………..

………………………………………………………..

………………………………………………………..

………………………………………………………..

………………………………………………………..
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ANNEX A
DATA PROCESSING PRINCIPLES
1. Purpose limitaIon: Personal data may be processed and subsequently used or further
communicated only for purposes described in Annex B or subsequently authorised by the
data subject.
2. Data quality and proporIonality: Personal data must be accurate and, where necessary, kept
up to date. The personal data must be adequate, relevant and not excessive in relaIon to the
purposes for which they are transferred and further processed.
3. Transparency: Data subjects must be provided with informaIon necessary to ensure fair
processing (such as informaIon about the purposes of processing and about the transfer),
unless such informaIon has already been given by the data exporter.
4. Security and conﬁdenIality: Technical and organisaIonal security measures must be taken by
the data controller that are appropriate to the risks, such as against accidental or unlawful
destrucIon or accidental loss, alteraIon, unauthorised disclosure or access, presented by the
processing. Any person acIng under the authority of the data controller, including a
processor, must not process the data except on instrucIons from the data controller.
5. Rights of access, recIﬁcaIon, deleIon and objecIon: As provided in ArIcle 12 of DirecIve
95/46/EC, data subjects must, whether directly or via a third party, be provided with the
personal informaIon about them that an organisaIon holds, except for requests which are
manifestly abusive, based on unreasonable intervals or their number or repeIIve or
systemaIc nature, or for which access need not be granted under the law of the country of
the data exporter. Provided that the authority has given its prior approval, access need also
not be granted when doing so would be likely to seriously harm the interests of the data
importer or other organisaIons dealing with the data importer and such interests are not
overridden by the interests for fundamental rights and freedoms of the data subject. The
sources of the personal data need not be idenIﬁed when this is not possible by reasonable
eﬀorts, or where the rights of persons other than the individual would be violated. Data
subjects must be able to have the personal informaIon about them recIﬁed, amended, or
deleted where it is inaccurate or processed against these principles. If there are compelling
grounds to doubt the legiImacy of the request, the organisaIon may require further
jusIﬁcaIons before proceeding to recIﬁcaIon, amendment or deleIon. NoIﬁcaIon of any
recIﬁcaIon, amendment or deleIon to third parIes to whom the data have been disclosed
need not be made when this involves a disproporIonate eﬀort. A data subject must also be
able to object to the processing of the personal data relaIng to him if there are compelling
legiImate grounds relaIng to his parIcular situaIon. The burden of proof for any refusal
rests on the data importer, and the data subject may always challenge a refusal before the
authority.
6. SensiIve data: The data importer shall take such addiIonal measures (e.g. relaIng to
security) as are necessary to protect such sensiIve data in accordance with its obligaIons
under clause II.
7. Data used for markeIng purposes: Where data are processed for the purposes of direct
markeIng, eﬀecIve procedures should exist allowing the data subject at any Ime to opt-out
from having his data used for such purposes.
8. Automated decisions: For purposes hereof ‘automated decision’ shall mean a decision by the
data exporter or the data importer which produces legal eﬀects concerning a data subject or
signiﬁcantly aﬀects a data subject and which is based solely on automated processing of
personal data intended to evaluate certain personal aspects relaIng to him, such as his
performance at work, creditworthiness, reliability, conduct, etc. The data importer shall not
make any automated decisions concerning data subjects, except when:
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(a)
(i) such decisions are made by the data importer in entering into or performing a contract
with the data subject, and
(ii) (the data subject is given an opportunity to discuss the results of a relevant automated decision
with a representaIve of the parIes making such decision or otherwise to make representaIons to
that parIes.
or
(b)

where otherwise provided by the law of the data exporter.
ANNEX B
DESCRIPTION OF THE TRANSFER

(To be completed by the parIes)
Data subjects
The personal data transferred concern the following categories of data subjects:
-

Tidio Users (and all all persons acIng on behalf of Users such employees –
regardless of the legal form of the cooperaIon with the User / representaIve of
the User)

Purposes of the transfer(s)
The transfer is made for the following purposes:
-

Conclusion of contract,

-

Performance of the contract,

-

To fulﬁl legal obligaIons resulIng from regulaIon, e.g. tax and accounIng
regulaIons, especially in the case of paid contracts,

-

Pursuing claims and defense against claims, including third parIes,

Categories of data
The personal data transferred concern the following categories of data:
-

IdenIﬁcaIon data

-

Contact data

-

Device data

-

TransacIonal data

-

other data processed in regard to Services (applicable to the speciﬁc type and
scope of Services)

Recipients
The personal data transferred may be disclosed only to the following recipients of categories of
recipients:
The Data importer's partners may parIcipate in the processing of Personal Data to a limited extent, in
parIcular those who support the Data importer in the process of concluding and sejling contracts,
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providing services, contact with customers and markeIng acIviIes, for example enIIes providing IT
and hosIng services, ICT services, as well as providers of legal and advisory services.
AddiIonal useful informaIon (storage limits and other relevant informaIon)
………………………………………………………………………………………………………………………………………………………
………………………………………………………………………………………………………………………………………………………
Contacts points for data protecAon enquiries
Data importer

Data exporter

Tidio LLC

………………………………………………………..

Oﬃce: 180 Steuart St. CA 94119 San Francisco

………………………………………………………..

email: support@Idio.net

………………………………………………………..
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